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Kent Community Health
NHS Foundation Trust

Request for information under the Freedom of Information Act — 2021.976
Released — 8 November 2021

Thank you for your email received 12 October 2021 requesting information regarding telecoms
and communications.

Please find detailed below a summary of your request, together with our response.
Summary of your original request:

1. Contact Centre/Call Centre Contracts (Contracts and Costs associating to all/any
systems used to manage Inbound Contact from Patients.

a) Do you have a call centre?

Yes — we have a number of patient facing lines.

b) If yes, How many call centre/support agents do you have?

We hold approximately 190 licenses for the patient facing lines.

c) What is your average cost per call (annual)?

We are not charged per call, we are charged per license used to access the system.

d) How many calls does your call centre receive (annual)?

For this year (January — October) there is a monthly average of just over 40k inbound calls.
2. Inbound Network Services Contracts (by “Inbound Network Services”, | am referring to
Inbound Call, Telephony and Email Management Services, and any other inbound
channels used by Patients to make contact.)

We use 8x8 (phones) and NHS.net (emails).

3. Website Traffic Spend/Analysis (even if hosted by an Agency)

Free. We use Google Analytics.

a) Number of Visits per month (Average)

Our current average pageviews per month for kentcht.nhs.uk is around 220,000 per month.

b) Who is responsible for hosting/maintaining and managing the website(s)?

Our Communications Team manage the website and our third party developers — Kayo Digital —
host the website.
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c) Does your organisation’s website(s) have an on-site search bar?
Yes
- What Content Management System is your site-search connected to (if so)?

We are unable to provide information for this part of your request as to do so could compromise
the security of systems. This information is therefore exempt under Sections 31(1) Prevention
and Detection of Crime. Disclosure of this information would be likely to both prejudice law
enforcement and increase the vulnerability of the Trust, which could ultimately aid potential
attackers.

Prejudice
Providing this information may lead to the Trust being vulnerable to a cyber-attack. This

information could aid attackers in selecting targets, thereby increasing the vulnerability of public
authorities. The Trust believes that this would prejudice both the prevention and detection of
cybercrime and national security. NHS organisations including the Trust hold large amounts of
personal, sensitive and confidential data and there is a considerable public interest in protecting
NHS organisations’ systems from potential cyberattack.

Sections 31(1) is a prejudice based exemption and subject to a public interest test. This means
that not only does the information have to prejudice one of the purposes listed, but before the
information can be withheld, the public interest in preventing that prejudice must outweigh the
public interest in disclosure.

Public Interest Test

Considerations in favour of disclosure:
« The inherent public interest in the openness and transparency of public authority dealings

Considerations against disclosure:

o Disclosing this information could expose the IT security systems of the Trust to the risk of a
targeted attack

« Disclosing this information would increase the vulnerability of specific NHS organisations
on a national level leading to the disruption of NHS organisations’ ability to conduct
business

« Disclosing this information could aid an attacker by highlighting areas or organisations that
could be more vulnerable to attack than others

o Applying this exemption will prevent the disclosure of information that would facilitate or
encourage criminal activity

e A successful attack would have a direct impact on patient care

Conclusion:

The Trust recognises that there is a public interest in the disclosure of information which
facilitates the accountability and transparency of public bodies for decisions taken by them.
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However, there is also a public interest in the security of information held by the Trust which is put
to the wider public interest.

Having undertaken the balancing exercise, the Trust has concluded that the public interest in
maintaining the exemption significantly outweighs the public interest in disclosing the requested
information. Particular weight has been placed on the severity of the prejudice which may be
caused were the Trust to release details of products used.

Given that the definition of ‘public’ under the Act is considered to be the public at large, rather
than just the individual applicant or a small group of people and that ‘public interest’ is not
necessarily the same as what interests the public, it is considered that to release this information
is likely to result in prejudice to the security systems of NHS organisations including the Trust
which is not outweighed by the wider public interest for disclosure.

The Information Commissioner’s Office (ICO) has confirmed that they consider that the
safeguarding of national security also includes protecting potential targets even if there is no
evidence that an attack is imminent. In recent months there have been published vulnerabilities
against NHS organisations, including the very significant incident in May 2017. The Trust
considers that the greater public interest lies with the security of the type of information held by
them and that of third parties. In the Trust’s opinion, the additional risk to clinical data held by the
Trust and the impact a successful attack would have on direct patient care means disclosure
cannot be justified.

- What is the Search Bar Utilisation? (If known, % of Website visitors)

Approx 2% of users.

- Who is the Supplier/Owner of the on-site search on your website?

Not applicable

Please send me the following information:
1. Incumbent Supplier for each of the contracts mentioned.

8x8 (phone system) and NHS.net / NHS Digital (for any emails).
2. Annual Average Spend (over 3 years) for each supplier?
£461,605 (Annual Cost — 8x8 phone system supplier).

3. Who is the senior officer (outside of procurement) responsible for these contract areas
(including website

Gordon Flack - Director of Finance and Deputy CEO has overall sign off capacity of the 8x8
contract.
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Louise Norris - Director of Workforce, Organisational Development and Communications is the
executive director with overall responsibility for Communications.

NHS Digital is responsible for the delivery and support of NHS.net.
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